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ABSTRACT time with this thing, it's just spam.” The retort from the stu

We study infiltration of a trust/reputation based network. A dent was interesting:

every time step, the agent solicits a connection requésh(fr

request). The goal of the agent is to amass as many such con-‘I don't think it is spam because SC has a presence on
nections as possible to further its goals. Our model for such Linkedin® and is distance three from me. So SC is linked
an infiltration of a network relies on two properties of the ac  to a connection of one of my connections.”

tors in the network. They desire more links (an ego effect);

they are more likely to connect to trusted or credible nodes SC is trying to infiltrate a trust based network, and leverage
(the trust by reference effect). We demonstrate the folgwi  this trust to exploit some scam. For example, they will ask
proporties of this infiltration. for a $200 application fee. SCis relying on the fact thatsinc
(i) The trust by reference effect is critical. If agents acé n it has links to people you trust, it has gained some cretibili
trusting enough, then the network is robust to infiltration; in your eyes, increasing their chances of success. Further,
however, with logarithmically more trust, the process ghas if they may link to you during this process, then they have
transitions to significant infiltration. gained more credibility in the eyes of other network actors.
(i) The network structure is important. If the trust effést

small, then well clustered networks (typical social netwsyr Clearly, trust based infiltration is real, and being ex@gdit
are easierto infiltrate; when the trust effect is larger, then by deviants. Further, this type of trust infiltration is niot4
networks with large expansion (for example BseRenyi ited to networks Iikd_inkedln®, nor to such malicious en-
random graphs) are easier to infiltrate. deavors as scams. Consider the academic collaboration net-
(iii) The algorithm used by the agent plays a significant role work in which there are authors of varying status. It may
in success of the infiltration. Random connection requests be desirable to collaborate with high stature authors, tid bu
are much less successful than even simple greedy strategiesip one’s own stature. To accomplish this, authors may try
even if those greedy strategies are restricted to only usingto collaborate with other more prominent authors, thereby

local information. gradually increasing their credibility and hence likelitoo
of collaborating with an even higher stature author (the ult

Author Keywords mate goal). A less well known author tries to “infiltrate”ant

Cascade, phase transition, social networks, LinkedIn the trust network of academic collaboration. Similarlyisit

easier to market a product using well connected nodes than
less well connected nodes, therefore it is desirable to have

INTRODUCTION under ones control a set of well connected nodes.

The motivation for this paper came from the following anec-
dote. A student asked one of the authors for advice regard-\ye study infiltration of a trust based network. We intro-
ing a company that contacted him claiming to be hiring in- qyce a natural model for studying this process. Our model
stealth mode”; we'll call this company SC for the *stealth  js hased on two main social forces driving an actor to form
company”. SC doesn't have a web presence, nobody knowsjins: egoandtrust Actors have ego which is serviced by
they are hiring, and he (the student) is extremely attradtv  peing more popular. Actors desire more links; that's the ego
SC because of his skills. SC wishes to take the interview fur- otfact. Links confer a concrete status that can be used+o sat
ther. The student seeks advice from the author as to Whetherisfy an actors ego-need for being popular. SC gains credibil
to pursue further. The author’s response: “Don’t waste your ity by being connected to more nodes in the network. As SC
gets connected to more and more nodes, the likelihood that
any particular node will desire to connect to SC increases.
Permissi . ) . That is the trust effect. The ego effect is in some sense what
ermission to make digital or hard copies of all or part of tharknfor . ible for the infil . . Th ffi
personal or classroom use is granted without fee providetiabpies are IS résponsible for the infiltration starting. The trust efies

not made or distributed for profit or commercial advantage aatdbpies what is responsible for the infiltration gaining steam.
bear this notice and the full citation on the first page. Toyooierwise, or

republish, to post on servers or to redistribute to listguies prior specific Though our model is relatively simple its analysis is sur-

permission and/or a fee. . o L - .
WebSci 2012June 22—24, 2012, Evanston, llinois, USA. prisingly difficult. Nevertheless within this simple model
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many interesting behaviors appear. The goal of this paper iswill be. However, the tendency of actors to trust by refer-
to build the case in support of the following conclusions. ence plays an especially important role. If actors are just

slightly more trusting than a critical threshold, the netiwvo

(i) There are critical trust thresholds. As n, the number transitions from impenetrable to penetrable. Itis thusamp

(ii)

(iii)

of nodes in the network, gets large, we ask what frac- tant to guard ones connections because they not only affect
tion of the network can the infiltrator ultimately link  your own (local) status but how other’s will view a potential
to. We show the existence of a narrow transition regime deviant in the network, leading to a potentially global cas-
where if the trust effect is small, below a threshola, cade.A little misplaced trust can go a long way to aid such
then asymptotically as — oo the expected fraction of  deviants as SC
the network that gets infiltrated is zero - the network is
resistant to infiltration. Conversely, if the trust effegt i
larger thanclog(n)/n, then a constant fraction of the ~ Related Work . . .
network can be infiltrated — the network succumbs to We study a sequential cascading process on a social network.
the infiltrator. We demonstrate this effect analytically Cascading processes in social networks have a large history
for the Erdds-Renyi random graph and a random infil- The simplest models are the linear threshold model where a
tration strategy where the analysis is tractable, though node gets infected if a fraction of its neighbors are infécte
non-trivial. This random graph model is not necessar- Which is appropriate for studying (for example) the diffu-
ily a good model of a social network, but it displays Sion of innovations [13]. In the independent cascade model,
all the qualitative effects which we demonstrate empir- in which every infected node has one chance to infect its
ically using real social networks (a small portion of a Nneighbors with a probability is the simplest of a sequence of
LinkedIn network and the Enron email network). network infection models that have its roots in the mathe-
matical epidemiology literature (SI, SIR, SIRS, etc.) [8, 2
The network structure is important. We consider Percolation models have been useful in studying the cascad-
the infiltration process on the Enron network, a typical ing of failures in networks [4, 3, 6]. Percolation and inde-
social network, and compare it to two random graph pendent cascade infection are related, and the trick used in
models: an Erds-Renyi random graph with the same [10, 7] converts the infectious epidemic problem in the sim-
number of edges as the social network and a random ple independent cascade model to the study of the connected
graph with the same degree distribution as the social components in a percolation problem.
network. In general, for small values of the parameter
governing the trust effect, a uniform random graph is Within all these models of cascading processes, there are tw
more resistant to infiltration than the social networks typical goals. Assuming some nodel of the network and on
we tested, indicating that structural properties of social how an initial node set is infected, determine the extent of
networks (such as strong triadic closure) are of bene- the spread. Given a network and model for the infectious
fit to the infiltrator. However, when the trust effect is process, determine an initial set of nodes to infect so as to
large, random graphs are much easier to infiltrate, ow- maximize the spread [9]. A related problem is that of immu-
ing to their large expansion: if the trust effect is large, hization: given network and a set of initially infected nede
then it is easy to infiltrate a neighbor of an infiltrated determine who to immunize (within a budget) so that the
node, and so what is desired is that the neighborhood spread is minimized [1].
of the infiltrated set be large (at all times) to obtain the
most efficient infiltration - i.e. graphs with larger ex- Our model can be viewed as a model of infection, where we

pansion are easier to infiltrate. say that a node is infected if it is linked to SC. Our model
then captures several parts of different models in thegliter
The strategy used by the infiltrator is important. ture. We are concerned with similar issues here in a sequen-

We study analytically the random strategy in which tial model in which the agent (SC) may dynamically update
SC attempts to link to a randomly selected node at its strategy for infection. The instance of our model that
every time step. This is the simplest strategy. It is we analyze is similar to the independent cascade model (Sl
most amenable to mathematical analysis and also re-model) due to the link by reference part of the model where
quires least knowledge for SC to implement. Empiri- each node that is your neighbor has a probabiljtyo “in-
cally, we compare the random strategy with a simple fect” you by causing you to link t&C. In addition, our pro-
greedy strategy in which SC selects at every time step cess also has the ego effect. Further, and more importantly,
the node who is most likely to accept the link. Though is the strategic aspect of the agent. The “infection” does
both strategies have similar qualitative features (exis- not proceed on the network merely according to an endoge-
tence of critical trust thresholds, network structure de- nous process; there is an exogenous agent who may specify
pendence), quantitatively the greedy strategy is much at each time step which node is to be requested. This in-
more effective at infiltrating. We also consider a strat- troduces a strategic aspect to the agent, which changes the
egy that takes advantage of only local knowledge. This dynamics. We study three particular strategies for thetagen
strategy also has critical trust thresholds but is less sen-(random, greedy and local strategies) but the setting ©ffer
sitive to network structure. interesting algorithmic challenges depending on how much
information the agent is allowed to have.

The take home message is that the network’s structure and
SC’s strategy play an important role in how successful SC A related, though different topic, is the infiltration of athe



work, typically a sensor network, using multiple identitie  these two processes are independent, the overall prdipabili
This is usually known as a Sybil attack, and properties of to accept the link is given by

such attacks, behavior of networks under such attacks and
defense against such attacks have been studied (see, for ex- P(v;]S¢) =1~ (1= Pg)(1 - Pr). @)
ample, [11, 14]). Other than the fact that the Sybil attacker We postulate that the trust effeét is a function ofv;’s
attempts to infiltrate using trust in multiple identitiebete relationship toSC' throughS;. The “closer” SC is tov;,
is little similarity between the processes studied ther@ an the higherP; should be. The ego tery is independent

our process for infiltration of a social network. of S, and only depends on;’s desire to accumulate more
links. We anticipate that this desire to accumulate moieslin

TRUST BASED INFILTRATION ShOUld be a funCtion Oj(’UJ), Uj's degree. The fO”OWing

We first describe some useful notation, and then present theWo Properties are natural.

basic model.

(i) Monotonicity of Pr: Fix v;. If S, C S} thenPr(v;|S;) >
Pr(v;|S:). (SC's credibility can only increase as it in-

Notation fects more and more nodes.)

The social network is a grapl = (V, E') where the vertex i o . o

setisV = {v1,...,v,} (there are thes nodes of the net- (i) Monotonicity of Pr: Pg(v;|S;) is decreasing id(v;).
work) and the edge set 8 = {e1,...,en} (there are the (A node’s ego-desire to accumulate more links is de-
m (undirected) edges in the network)_ We L[ﬁbfor the set Crea.Slng or not-increasing as It accumulates more and
{1,...,n}. The stealth company who is attempting to infil- more links.)

trate the network will be referred to as SC. In the process of ]

the infiltration, SC will have infected a subs§t of nodes ~ The model allows us to specify the ego and trust effects on a
at time-stept. We assume tha, = . §(v) is the degree ~ node-by-node basis. Such generality is not needed to under-
of nodev and we will usekK,(v) to denote the number of stand the qualitative features of the model. In our thecaéti

v's neighbors are also SC’s neighbors (the number of com- @nalysis we will simplify to all nodes having the same ego

mon neighbors)X;(v) = |N(v) N S|, whereN (v) is the effect. For our experiments, we will use a simple, intuitive
neighborhood of. / functional form for the ego effect that takes into account de

gree inhomogeneity in the network - lower degree nodes are
more succeptible to the ego effect. Hés, we used a simple

Model o functional dependence of the form

We now present a general model for infiltration of a network.

We assume for simplicity that the base network (the sub- Pg(5(vy)) = _ Pe 2
graph induced by, . . ., v,,) is static and the only edges that (1+6(v;))>

are added are connections to SC. This assumption is mad§yherep, anda are parameters. It is clear th& is de-
since in most of the networks where this social process cancyeasing iv¥(v;). For our experiments, we sgt = 1 and
happen, most nodes will not be destroying their relatiqushi - ¢onsidered different choices af With the exponent: > 0,
because there is a benefit in keeping them. Also, the infiltra- p,. jecreases with the node’s degree. For the trust effect

tion process would most likely occur in a certain time-frame g 3150 use a simple model based on independent effects us-
in which the structure of a well developed network would ing a “connection by reference” model. For each node that
not change dramatically. is a common neighbor af; andSC, there is a probability;

for v; to accept the connection #C. We assume that each

The process starts out at time 0 with no nodes linked to SC. g,ch connection by reference is independent so

At time-stept, there is a subsef; C V of nodes that are
linked to SC. At time-step + 1, SC will send connection Pr(vj|Sy) =1 — (1 — py) () 3)
requests to a set of nod¢s; } based on a certain budget of
requests and a strategy for which nodes to actually request
We will simplify further to one connection request at each
time stept Each node requested; wherej € [n], will ac-
cept the connection with probabilit}(v;|.S;). This process

The monotonicity ofPr easily follows because if; C S}

then K > K,;. Our model is perhaps the simplest that

one could construct; the closeness of SCvfcand hence

SC's credibility in the eyes ob; is simply a function of

. o ; . the number of common neighbors. A more complex model
t f fied ber of time-st til ; )

corinlies or Specitied Number o ime-steps or Unt eVeryd*_mght consider, for example, the shortest paths from SC to

node has been requested once. If a node rejects a conne th h h b d H this si
tion request, no further connection requests may be sent to"’ rough each member 6t and so on. However, this sim-

this node. LetP(v;S;) be the probability that node; ac- ple model already leads to very interesting mathematics and
. J

cepts the connection request given the “infected SetWe non-trivial conclusions. Furthgr, this r_nodel fBT. based
assume thaP(v;|S;) is made up of two independent pro- on the number of common neighbors is leveraging the fact
cesses; a probabilit?; to accept based on the credibility of that tlrlangles tenq toclosein somallnetworks (t_naQusuhe
SC (the trust effect) and a probabilify, to accept based on [12]); we are relying on the trust rationale for triadic alos

an ego-factor that drives nodes to desire more links. Since!n this paper. Finally, we arrive at the probability that aeo
nection request to; is successful,

10ne can show that for trust based infiltration within our model, it o (
is always better to request one connection at a time, provided there ) _1_ _ e _ oK ()
is no time constraint. P(vj]8¢) =1 1 (1+6(vj)) (1 —pe) )



Under this model, SC tries to select a sequence of connec-greedy strategy with full network knowledge, the other ex-
tion requests to achieve some objective. Several intagesti  treme of a random adversary and finally an adversary who
objectives are possible. uses local knowledge of the connections of nodes in its reigh
borhood. However, several interesting algorithmic protde
(i) Maximize E[|S,,|], the expected number of nodes that from the perspective of SC are interesting, with respect to

will be linked to. the infiltration metrics discussed in the previous section.
(i) Given a target set’, maximizeE[|C' N S,]], the ex- (i) What is the optimal strategy given the network, and the
pected number of nodes @ that will be linked to. actor parameters., o, p, and full network knowledge.
(iii) Given a target seC, maximizeP[|C' N S,,| > 0], the (i) What is the optimal strategy given a network model
probability to infect some node in the target set. and local information: SC only knows about the con-
o . o nections of the nodes in its neighborhood who it has
Determining the optimal strategy f&tC' to attain either of already infected. This type of information is typically
these objectives given the initial social network and the pa available in many social network applications.

rameterg., a, p; is an interesting and challenging problem.
For the remainder of this paper we will focus Bf}.5,,|] and THE STAR NETWORK

three simple strategies f&C' (random, greedy and local  Trees are a good representation of organizational sogigkst
connection request strategies). From the actor point @f,vie  yre. We consider the simplest such network, a star, which
we will focus on the parametey, the tendency for an actor  consists only of a root and children. Assume that the root
to accept a connection via reference. From this perspective has ego probability?, and for simplicity the leaves all have
within a narrow range such that on the one hang is small is already an interesting problem to determine the optimal
(below this range)E[|S,,|] is essentially zero; ip; is large strategy forSC.

(above this range) theR[|S,|] is proportional ton, i.e. a

constant fraction of the network gets infected. Once SC solicits the root, the network is effectively broken
up into isoloted disjoint nodes. If the root accepts, thédpro
RANDOM AND GREEDY STRATEGIES ability to convert one of the leavesis- (1 — Pg)(1—p;); if

There are many strategies the SC can utilize when makingthe root rejects, the probability 8z. The only decision to
connection requests. In particular, we will consider troke  be made is whether the to request the root or one of the leaf
these possible strategies. For each strategy, SC sends outodes. Upon requesting a leaf, the leaf may accept, in which
a single connection request at each time-step. The randoncase we have linked to 1 node and reduced the problem to
strategy selects a node uniformly at random from among all a star withn — 1 leaves, where the root probabilify, has
nodes that have not yet received a connection request. Thdncreased t&?; = 1 — (1 — Py)(1 — py); if the leaf rejects,
advantage of this strategy is that it requires minimal infor again, we have reduced the problem to an identical problem
mation - only what nodes are in the network. with n — 1 nodes. It is non-trivial to identify the conditions
onn, Py, Pg, p; under which the SC requests the root.
The greedy strategy selects the nede V' \ S; that maxi-

mizes the probability to accept the connect®fv|S;). This For simplicity, we will consider a family of strategies de-
greedy strategy can be efficiently implemented in simutatio  fined by a parametel, which corresponds to the number of
because it only requires one to maintain and updéte) leaf nodes SC requests (fixed in the strategy) followed by

for all nodesv. If a node accepts a link, then we only need requesting the root node. The aspect of the optimal strat-
to updateK; (u) for nodes inN (v), incrementing by 1. A egy that these strategies lack is the ability of SC to adapt to
priority queue with two way pointers to the node indices can the result of each of the leaf node requests. Nevertheless,
be used to efficiently have access to the node that has highesthis is still an interesting class of strategies to illutrtne
probability to accept a connection request. The probler wit complexity of infiltrating even just this simple network. tLe
the greedy strategy is that SC needs some way to estimate thé”(k) be the expected number of nodes converted by strategy
network structure. This may be an unreasonable assumptiork. Then, after some algebra and manipulation of binomial
in a practical setting but can happen in some cases. summations,

Another strategy is more practical by taking advantage-of lo E(k) = nPp+(1—7)(1+np(1 = Pp))

cal knowledge of the infiltrator's connections. In partayl —kpi(1 = Pe)(1 — (1 = p)ve—1), (5)

it selects a node € V' which is a connection of the nodes  \herey, = (1—Py)(1—p; Pg)*. Itis sub-optimal to request
in SC’s neighborhood (second level connection). The im- the root if £(0) < E(1). We consider the strategy which

plementation of this strategy requests the latest new secon requests the root iZ(0) > E(1), a condition that reduces
level connection. In a network like LinkedIn, this informa- g

tion is readily available and does not require SC to compute Py

. : L P,
anything or use tricky heuristics. £

>
1-P~ 1-Pg
These three algorithms are sufficient for our purposes to il- The decision on whether to request the root even for this
lustrate a reasonably powerful adversary SC who uses thesimple network and simple strategy is already quite com-

+pi(nPg —1). (6)



plex. Intuitively, if P, is not large enouglgompared toPg cepts the connection. We may write
then it is not advisable to go for the root. On the RH%, o
andp; are constant, and only varies as SC requests more Py = Z P[link| K common - P[K commor)
nodes. The strategy is to request the leaf nodes until (6) is e
met, where ift leaf nodes have been requested aofithem o
accepted, then is replaced by: — k and F is replaced by _ 1— ab®) (T AE (1 — )z K
Py =1—(1-PFy)(1—p;)". Only when (6) is satisfied do you KX_:O( ab™) (K) 7 =7)
o for the root node, from which point the optimal strate - ,
g P P oy = 1—a(l—~+~b)*.

is trivial.
Forv < 1, the stochastic process is identical to the complete
This strategy gives us some intuition. As the network gets graph with parametdr = (1 — ~ + ~b); this corresponds to
larger, the required hurdle faF; increases. Heuristically, ) = ~p,. So the stochastic process with< 1 and parame-
don’t go after the well connected nodes in your network un- terp, is equivalent to the stochastic process on the complete
less you are sure you will get them. Rather, go after their graph withp] = ~p;. Thus, it suffices to analyze the process
less connected neighbors until they have brought the proba-for the complete graph and we can infer the dynamics for
bility to capture the well connected node up. Only then go generah.
after the well connected node. Needless to say, this is but
a heuristic intuition for the general network, for which the gxact Analysis via Dynamic Programming
analysis of SC’s optimal strategy is formidable. To gair fur  Fix Let X (n,y) = E[z,|1—Pg = y]. We are interested in
ther insight, we consider random graphs, not because theyX(n’ a). We derive a recursion foX (n, y) as follows. The
are a good representation of social networks, but becauserst infection occurs at time with probability (1 — y)y'~!
certain qualitative features may appear that we might empir _ thjs is the probability that the first— 1 fail (each failure
ically verify on real networks. is independent with probability), and thefth is a success.
We can write

n

X(n,y) =Y _ Elx,|first success af (1 — y)y' .

INFILTRATION OF RANDOM GRAPHS t=1
The main goal here is to study the random strategy on anNote thatE[z,|first success &f is 1 plus the expected num-
Erdds-Renyi random graph with edge probabilifyand iden- ber of further successes. After the first success, each sub-

tify the critical thresholg; in this setting. To begin we con-  sequent success occurs with probability yb*+ %, where
sidery = 1, soG is the complete graph amnodes. In this K > 0 is the number of current successes. Equivalently,
case all node degrees are equal, an®sds a constant over  this probability can be writtet — (yb)b%, from which we
the nodes. Let = 1 — Pr andb = 1 — p;. The complete  observe that the ensuing process for the mextt steps can
graph is easy to analyze because every node is equivalenequivalently be viewed as the original processfert steps,
and so all connection request strategies are equivalent. Webut starting withl — Pg = by. Thus,

consider the random strategy. We may assume that SC sends Elz,,[first success af = 1+ X (n — , by),

connection requests in the ordegr vs, . . ., v,,. At stept, let
z; be a random variable that denotes the number of nodesand we have the recursion
that link to SC after step. Then nodev;,; will accept a n
connection with probability X(n,y) = 2(1 + X(n—t,by)(1—y)y' "
t=1
Pt =1 — ab® This recursion does not serve to give much intuition for the
t+1 = ao .

behavior ofX (n, a), but since the only values gfthat are
needed to comput& (n, a) area, ba, b*a, . . ., b"a, this re-

S0,z is the following stochastic dynamical process: cursion immediately gives an efficiett(n>) dynamic pro-
gram to computeX (n, a) exactly.

x; +1 with probabilityl — ab®; Asymptotic Analysis
T+l = {xt with probability ab®: . 7 The following theorem shows that there is a thin critical re-
gion for p;, the tendency to link via reference, that separates
an impenetrable network from one that is “easy” to infiltrate

We are mostly interested in the dependenc&af,] on b.
Lets now considery < 1. Practically, social networks are
sparse in which case= O(d/n) for some constant. Since
random graphs are almost regular, we may assumefihat
is once again approximately constant over vertices; a@tern (i) For p, < ¢/n, lim lE[xn] = 0.

tively, we may setx = 0 and choose, to suit our needs. n—o0 1N

Again, letz; be the number of nodes linked to SC after step . clog(n) o1

t. At stept + 1, consider the probability that nodg, ; ac- (i) For p, = === withc > 1, lim —E[z,] > 0.

n—oo N,

THEOREM 1. Supposé’g = % and letc be a constant.



The theorem says that as longpass small enough SC can-
not infiltrate the network. If; is just a logarithmic factor
larger, then SC can essentially infiltrate a constant foacti
of the network, i.e. the infiltration takes place on a global

andx; > 1. SinceP,; is the success probability for in-
crementinge,, the expected waiting time is/P;;. Since

p: ~ 0, we can approximat@®;.,; ~ 1 — (1 — xyp;) =
xipr = x¢log(n)/n. Since we have a geometric process,

scale. Though the theorem as stated applies to the complet¢he expected waiting time tilt; = 2 is 1/P;1; [5], which

graph, we get the analogous result for< 1. The corre-
sponding thresholds agg < ¢/~n for impenetrability and
p:+ > clog(n)/vn for large scale infiltration. In passing,

we note that part (i) of the theorem can be strengthened to

c <logn.

In the interests of space, we will only give a sketch of the
proof, leaving the full proof for a more complete version.
Recall thatP, is the probability that node, accepts the con-
nection. We will need the following technical lemma.

LEMMA 2. P, < P_1+ Pt_l(l — Pt—l)pt-

is approximatelyn/log(n). The additional time to wait till
x = 3 is approximatelyh /2 log(n). Thus, we can estimate
the time to wait tillz; is K as

n + n T n + + n
2 logn 2logn (K —1)logn’
Since the total time we wait is, it must be that
n n 1
2t logn Z P

i=1

We conclude thatl (K —1) = 1 log n, whereH (¢) is thelth
Harmonic number. It is well known thdf (¢) = O(log ¢),

Using this lemma, we obtain the first part of the theorem as from which we gather thall (K — 1) ~ log(K) = 3 logn.

follows. Assumep; < ¢/n.
AP, =P, —P,_1 < P_1(1-P_1)pAt.

We may thus obtain an upper bound f@rby dividing both
sides byP;,_; (1 — P,_1) and summing. Approximating the
sums by integrals (this can be made more rigorous),

P t
g 1 1)
— < t < .
P dxx(l—x) _pt/l di <

n
Expanding the LHS using partial fractions, integrating and
then solving forP;, we obtain

ec(t—l)/n
hs n— 1+ ect=1/n’
where we used the fact th#y = 1/n. To complete the

argumentE[z,] = Y7 | P,. Again, we may upper-bound
this sum with an integral, giving

ot

n n ec(t—l)/n
Elx,] = P~ dt
[x ] ; t /t‘=1 n—1+ec(t71)/n
_ n e —1
T on-1 ¢

Thus, E[z,] approaches a constant, andBfa,]/n — 0.

We conclude thak’ = Q(/n). We can repeat this argument
conditioning not oz > 1 but instead on:,,. > 1 for any

e > 0. The right hand side would then becoffie— €) logn
and we would conclude thdt = Q(n'~¢). A more subtle

argument giveg( = Q(n); the details are deferred.

EXPERIMENTS
We now discuss the simulations that were conducted to in-
vestigate our model of infiltration.

Data

The real data sets that we used are one authoriedin In-

Map ® and the Enron Email Communication data set. The

LinkedIn data set is a very small network that consists of the

induced subgraph obtained from one author’s neighborhood
on LinkedIn. The network is illustrated in Figure 1.

We showed more than we needed, namely that the expectec X

total number of infiltrated nodes is bounded by a constant.

We now give the rough intuition for the second part of the
theorem. Assume that > clog(n)/n. To begin, observe
that sincePr = 1/n. A standard calculation ([5]) shows
that the probability that the first infection occurs in thetfir
n/2 stepsisl — (1 — Pg)™? ~ 1 — 1/,/e (asymptotically

in n). We may condition on this event and conclude that

Efz,] > (1 - Jlg) Efz,|zs > 1].

It thus suffices to show thét[z,|r= > 1] is proportional
to n (asymptotically inn). From now on, condition on this
eventthatr» > 1. Fort > n/2, we then have that

Piy1=1—(1—Pg)(1—p)* >1—(1—p)".

Figure 1. Author’s LinkedIn InMap Network - a strongly cluste red
network with clustering coefficient 0.79

The Enron Email network (obtained from the Stanford Large
Network Data Collection) was picked because it represents
a typical social network where this type of infiltration cdul
occur. It is reasonable to say that if an unknown person
emails you but you know they have corresponded with peo-
ple you have emailed in the past then you might trust them to
a larger extent. We also generated two different types of syn
thetic networks to run the simulation on for comparison. The
first type is the Erds-Renyi random network which is gen-
erated by two parameters,(the number of vertices) and

(the probability that there will be an edge between each pair
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Figure 2. Infiltration of the small LinkedIn network using va rious strategies. The greedy strategy is more efficient. Thiecal strategy is better than
the random strategy. We observe demonstrates a phase tratisin for p; > p} ~ 0.25, where the time to hit 20% infection rapidly drops.

of nodes). We will refer to this type of network as an E-type We will start by discussing the results of running the infil-
graph and we will see that infiltration of this type of net- tration simulation on the small LinkedIn network. This net-
work is very different that the other two networks. The other work has 146 nodes and 2032 edges and is very well clus-
synthetic network is a random graph that is generated usingtered as shown by the visualization of the network in Figure
the degree distribution of a real network. We call this an R- 1. We consider two metrics to measure the efficiency of the
type random network and it has more proporties of a social trust based infiltration process. The first metric is the neimb
network than the E-type. We used a method for generating of time steps until the network is infiltrated to some pereent
an R-type network that produces a network that has approxi-age. For this paper, we chose 20% as a reasonable target
mately the same degree distribution as the input network. Al infiltration percentage. The second metric is the total per-
these networks are represented by undirected graphs with n@entage of the network infiltrated after a certain number of
edge weights for simplicity. Basic information about these time steps. Here, we chose to simulatéme steps so that
networks along with their average clustering coefficient is all nodes are requested once. Figure 2 shows the average
shown in Table 1. As can be observed, these networks sparresults over many simulations. In Figure 2a, the infiltnatio

a wide range of sizes and clustering coefficiemts Typi- using the random strategy was never able to achieve 20% in-
cally, the social networks tend to have a higher clustering filtration which you can see in Figure 2b by the fraction of
coefficient. The diversity of network types that was used in infiltrated nodes never breaching 0.2. Considering thel loca
this research was done to show how the infiltration processstrategy, SC only breaches 0.2 at a very high value of the
changes across different types of networks. trust parameter which is better than the random one but not
nearly good enough to be successful. However, the greedy

Network #nodes| # edges|  p strategy was able to hit the 20% thresholghat= 0.25 and
LinkedIn InMap | 146 2032 0.79 in the range op; = [0.26, 0.35], the time to hit 20% rapidly
Enron 36692 | 183831| 0.49 dropped. This phase transition illustrates that even thoug
E-type 36692 | 183831| 0.0002 Theorem 1 was established for random graphs and the ran-
R-type 36692 | 183831| 0.032 dom strategy, the existence of a critigélstill holds for this
well clustered small network and the greedy strategy. A sim-
Table 1. Summary of network statistics for the four networksincluded ilar yet less apparent trend is seen in the plot that shows the

in this st_udy. p is the correlation coefficient, the average number of total fraction of nodes infected at the end of the simulation
closed triangles per node. This critical range of values where the success of the infil-
tration changes greatly is even smaller for larger soci&l ne

In all of our simulations, SC sends one connection request - ; .
q works as we will show with the Enron Email network.

at each time step. We set the parametgr(the base ego
probability) to be .5 which gives a reasonable probabitity t
accept connections when a node has a very small degree
The o parameter (exponent of the degree in the ego effect)
is set at 2 for most experiments except when it was varied
to investigate the effect af. The dependence agn is the
parameter of our focus and our main goal is to study the
extent of infiltration as we vary,.

The same simulation was run on the Enron Email network
as well as the E-type and R-type synthetic networks. The
Enron email network (representing a typical social netyork
has 36692 nodes and 183831 edges and the other two graphs
are generated based on this data so they have the same num-
ber of nodes and approximately the same number of edges.

" In Figure 3a, the plot showing the time until 20% of the net-
Critical Values for D¢
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Figure 3. Infiltration of the Enron network, compared to similar E-type and R-type random networks for the greedy infiltration strategy. On this
larger network, the phase transitions are more pronouncedFor small values ofp;, we see that the E-type random graph is resistant to infiltraion,
more so than the social networks and the R-type random graph <€lustering helps. Asp; increases, it appears that expansion becomes more useful
for infiltration and it is now easier to infiltrate the E-type r andom graph.
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Figure 4. Infiltration of the Enron network, compared to similar E-type and R-type random networks for the random infiltra tion strategy. The phase
transition is less pronounced with the random strategy, andn general, the E-type random graph is most resistant to infiration.

work is infected using the greedy strategy, we see a clearWe can also notice that the network structure most definitely
phase transition similar to the one in the LinkedIn network plays a role in how successful the infiltration is. In Figuee 3
but more pronounced. This is due to the larger size of the the criticalp; value is at 0.1 for the Enron network and R-
network. A similar trend is less pronounced in Figure 5a type network while it is at 0.2 for the E-type network. Since
and Figure 4a for the local and random strategies. Again, the R-type network has a similar structure to that of the En-
the existence of a critical trust threshold is clear for lalee ron network because it is constructed to match the degree

networks in Figure 3a. distribution, the infiltration process is similar on thesa-n
works. We observe that the E-type network is more robust
Conclusion.There is a critical valug; below which infiltra- to this infiltration.

tion is hard and above which infiltration is easy. This is the

case for well clustered graphs (LinkedIn, Enron), random Conclusion. Random un-clustered graphs are harder to in-
graphs, a greedy infiltration strategy, local or a random one filtrate while typical social networks which display strong
Even small graphs display this phase transition at a ckitica clustering are more susceptible. This is especially so for
p; though the phase transition is more pronounced for larger the random infiltration strategy, and the greedy strategy fo
graphs as is expected. smallp;.

When considering Figures 3a and 4a which show the frac-
Network Structure
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Figure 5. Infiltration of the Enron network, compared to similar E-type and R-type random networks for the local infiltrat ion strategy. This strategy
is more successful than random, and least sensitive to netwostructure changes.

tion of infected nodes that result from the infiltration gsin  tration of the network than either of the other two strategie
the greedy and random strategies, we see that the structure

of the network not only affects the speed at which the in- Conclusion. There is a significant performance difference
filtration takes place but also the resulting total infilivat between different strategies for SC.

success. The E-type network may be more robust to infil-

tration at lower values op, but at higher values, it ends We also observe that the phase transition is more apparent
up with more of it's nodes infected when SC is using the (sensitivity of the infiltration around the critical threst
greedy strategy. This is becauseaicreases and the infil-  p;) with the greedy strategy than with the random strategy.
tration process gets started, the neighbors of infiltratetba This indicates that if defending against a powerful adwsrsa
will likely accept a connection. The more neighbors the bet- who has network knowledge, it is all the more important to
ter, i.e. graphs with high expansion are good wheris “guard your connections”.

large and E-type graphs are known to have large expansions.

However, wherp; is small, more clustered networks are eas- The Ego-effect

ier to infiltrate. The trust parameteyy,, is the main factor that determines

, ) o the ultimate success or failure of the infiltration but chang

In analyzing the local strategy, we notice that infiltrati®  juq the weight of the ego factor can also affects the process.
ing this strategy is less sensitive to network structureisTh 14 study this, the simulation of infiltration using the grged
robustness is hypothesized to be due to the strategy not tak'strategy was conducted for different values of the parame-
ing advantage of a typical social network’s structure. Unde er, From this simulation, the critical valug; (where the

this algorithm, SC selects the node which is last in the list phase transition occurs), was extracted and plotted vétsus
generated of second level connections so even if SC has i”f”'parameter alpha for each of the three networks as shown in
trated a community _successfully, he/she will not nece!ss_ari Figure 6. With higher values of alpha, the probability to ac-
use that advantage in selecting nodes to request. This is Ungept 5 connection request decreases based on our model so it

like the greedy strategy Wherg SC will take full ad\{antage of is not surprising thap; increases a& increases. However,
successful community infiltration. Thus we see this stiateg e decrease om is not very sensitive.

resulting in similar success rates with all three networks.

DISCUSSION
Strategy Comparison From our simulation of the infiltration process on real so-
When SC has no knowledge of the target network and uses ecial networks, we have seen that the structure of the network
random strategy to attempt their infiltration, as shown gy Fi  plays an important role in the success or failure of the in-
ure 4, we see that the infiltration is not that successful. The filtration. In addition, the time until a certain level of ikfi
local strategy improves on the random strategy due to thetration reached is very sensitive around a critigalvalue,
trust of at least one shared connection. This improvementindicative of the phase transition. We showed that this will
also comes without much effort; SC just requires knowl- be true empirically for some typical social networks. For
edge of the connections of the nodes in his/her neighbor-random graphs and a random infiltration strategy, we theo-
hood. This is realistic information to have in practice and retically established such a phase transition for the nafilt
the resulting infiltration benefit is significant. Lastly,ing tion around a narrow range pf, complementing the empir-
the greedy strategy requires SC to have full knowledge of the ical results. This means actors need to be careful about how
network and not surprisingly, it enables much quicker infil- much trust they place in their connections since too much
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