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ABSTRACT
In this paperwe describeCAMELOT, a novel technology-
focusedmethodologyfor testingcollaborative softwarethat
contrastswith existing broad-basedCSCW evaluationap-
proaches.CAMELOT is intendedfor useby applicationde-
velopers,userinterfacespecialists,performanceengineers,
andqualityassurancepersonnel.Theevaluationof a CSCW
applicationis dividedinto two stages:singleuserandmulti-
user. The singleuserstageis subdivided into generalcom-
puting andhuman-computerinteractiontesting. The multi-
user stageis decomposedinto distributed computingand
human-humaninteractiontesting. The methodologypro-
vides a detailed, codi�ed, checklist of testing techniques
for eachstage.We appliedCAMELOT to a conventionally
tested,matureCSCW application. Our techniquesuncov-
eredandclassi�edovertwo dozenproblemswith thesystem.
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1 INTRODUCTION
EvaluatingCSCWsoftwareis adauntingtask.In additionto
a hostof issueslike functionalandusability testingthatare
relevant to any softwaresystem,the CSCWevaluatormust
alsoconsiderproblemssuchasscalability, synchronization,
and raceconditionsgiven the application's distributed na-
ture,aswell increasedusabilitycomplexity whentheappli-
cationbecomesa vehiclefor interactionbetweenusers.In-
dustryhasprovidedexecutionbasedtestingtoolsfor general
applicationsoftware.However, little guidanceis offeredfor
effective useof thesetools with a CSCW application. In
addition,thereis nosupportfor testingsophisticatedinterac-
tion amonguserswhich liesat theheartof CSCW[6].

Researchinto CSCWevaluationhasbeenbroadbased,ad-
vocatingthe examinationof both social and technological

Figure1: IntersectingCSCWTechnologies

aspectsof anapplication[1, 3, 4, 15, 17]. Thesebroadbased
approachescombinedwith the researchcommunity's pref-
erencefor socialevaluationhave createda lack of speci�c
techniquesfor the technologicalevaluationof CSCWsoft-
ware.

In this paper, we presentCAMELOT, a technology-focused
methodologyfor evaluatingcollaborative software. In con-
trast to existing techniques,our approachhasa deliberate
technologicalfocusand canbe combinedwith CSCW en-
abled testing tools, such as Rebecca-J[6], for an effec-
tive evaluation. CAMELOT is intendedfor useby applica-
tion developers,userinterfacespecialists,performanceengi-
neers,andquality assurancepersonnel.

CAMELOT decomposesaCSCWapplicationinto four inter-
sectingsoftwaretechnologies(seeFigure1): GeneralCom-
puting, HumanComputerInteraction,DistributedComput-
ing, and Human-HumanInteraction. Techniquesderived
from theliteratureareenumeratedfor eachtechnology. Each
techniquehasauniquelabelthatcanbeusedto classifytests
andproblemswhenusingCAMELOT to evaluatean appli-
cation.

� GeneralComputing describes software components
thatprovidegeneralapplicationcapabilities.In its most
primitive form, this describesa Turing Machine that
takesinput, performsoperationson the input, andpro-
ducesoutput. All softwaretechnologyfalls underthis



broadcategory.

� HumanComputerInteraction describes components
that deal with the interfacebetweenthe userand the
softwaresystem.Thesecomponentsinclude: process-
ing user input from voice, mouse,joystick, and key-
board; graphicalinterfaceslike windows, menubars,
push buttons, and text �elds; processingapplication
outputlikeaudio,video,andgraphics.

� DistributedComputingdescribescomponentsthat are
responsiblefor multitaskingandmultiprocessingin the
applicationat the thread,process,processor, and ma-
chine levels. The main focus of distributed comput-
ing in theCSCWdomainis themanagementof objects
sharedacrossusers.

� Human-HumanInteractiondescribescomponentsthat
facilitate interactionbetweenusersduring application
use. Examplesinclude�oor control, sessionmanage-
ment,andsharedwindowing.

CAMELOT is appliedin two stages:single userfollowed
by multi-user. In the single userstage,the evaluationfo-
cuseson thesingleuserproblemsin theapplication.For the
mostpart,thesearedescribedby generalcomputingandhu-
mancomputerinteractiontechniques.Distributedcomput-
ing andhuman-humaninteractiontechniquesareusedto un-
cover�a wsin themulti-userstage.Theintersectingnatureof
singleandmulti-usertechnologiesmaycausethetechniques
from oneto trigger thedevelopmentof testsor discovery of
problemsin another.

A uniquecodeis associatedwith eachtest category. The
codeprovidesa classi�cationschemefor the testsusedand
problemsuncoveredduring applicationevaluation. We be-
lieve CAMELOT's techniquesare inclusive of mostof the
technologytestsan evaluatorwould want to perform on a
CSCW application. As new technologiesare introduced,
however, weexpectthelist to expand.

CAMELOT providesa detailedsetof techniquesfor detect-
ing problemsin CSCW software. Our approachis not al-
gorithmic andcannotbe fully automated.In orderto guar-
anteethat a programoperatescorrectly, an automatedtest
systemwould have to try every possiblecombinationof in-
putvaluesor executionpaths.Researchershavebeenunable
to identify acomputationallyfeasibleapproachto automated
testing[11]. Like other intractableproblemsin computer
science,practicaltestingapproachesuseheuristicsto reduce
the numberof teststhat must be performed. As with any
heuristic,practicaltestingapproacheslike CAMELOT can-
notguaranteethatall applicationproblemswill befound.

2 SingleUserEvaluation
In contrast to previous CSCW evaluation approaches,
CAMELOT hasa deliberatetechnologicalfocus. The �rst
stagein our evaluationprocessviews theCSCWapplication

from the perspective of a singleuser. Thereare two types
of single userevaluation: GeneralComputingand Human
Computer Interaction. GeneralComputing encompasses
testingtechniquesthat can be usedwith any kind of soft-
wareapplication. HumanComputerInteractiontechniques
concentrateon identifying problemswith application's user
interface.Singleusertestsaresimplerto create,executeand
analyzethanmulti-usertests.Theinsightsgainedduringthis
stagecanbe usedlater in the evaluation. For example,the
identi�cation of sharedobjectsusedin the applicationcan
be usedfor subsequentraceconditionandsynchronization
tests. As anotherexample,the singleuserperformanceof
an applicationfunction can give an indication of how that
functionwill scale.

GeneralComputing
Decadesof researchhave goneinto the discipline of soft-
ware testing. A survey of this work was conductedprior
to developingCAMELOT [6]. Testingduring the software
lifecycle is a processby which the behavioral propertiesof
the softwareareveri�ed. Thereis little evidencethat test-
ing methodologiesthatverify thesystemattherequirements,
speci�cation, or designstagesare usedoutsideacademia.
The extraordinaryamountof effort requiredby thesetest-
ing methods,evenfor smallsoftwaresystems,is unattractive
to thecommercialsoftwarecommunity.

Taking its cuefrom dif�culties with early life cycle testing,
CAMELOT focuseson executionbasedtestingof software.
The structureof CAMELOT's generaltestingmethodology
comesfrom Meyer'sclassicwork ”The Art of SoftwareTest-
ing” [11]. The book presentsa commonsenseapproachto
veri�cation of software systemsthat hasstood the test of
timein boththecommercialandacademiccommunities.The
techniqueslistedin table1 areusedin laterstagesof thesoft-
warelife cycle.

Performancetestsareparticularlycritical for CSCWappli-
cations.Therearetwo kindsof performanceissuesin CSCW
systems:singleuserandmulti-user. For generaltesting,the
evaluatorshouldfocus on the responsetime, and resource
utilization of singleuserscenarios.Multi-userperformance
will bediscussedin detail in Section3.

Although the techniqueslisted in Table1 areorganizedby
life cyclestage,thetestscanbeperformedatany point in the
cycle. For example,a securitytestmight beperformeddur-
ing the implementationphaseto prototypean application's
securityfeatures.

Human Computer Interaction
A greatdealof work by theacademicandcommercialcom-
munitieshasfocusedon testinghumancomputerinteraction
[6]. Theseefforts areconcentratedin two mainareas:gen-
eralcomputingandusability.
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CAMELO T Development Technique
Code Cycle

Implementation
GC.IM.1 FunctionalTest

�

Integration
GC.IN.1 BottomUp

�

GC.IN.2 TopDown
�

GC.IN.3 Sandwich
�

SystemTest
GC.ST.1 Facility Test

�

GC.ST.2 VolumeTest
�

GC.ST.3 StressTest
�

GC.ST.4 SecurityTest
�

GC.ST.5 PerformanceTest
�

GC.ST.6 Con�gurationTest
�

GC.ST.7 MemoryTest
�

GC.ST.8 Compatibility
ConversionTest

�

GC.ST.9 Install Test
�

GC.ST.10 Recovery Test
�

GC.ST.11 DocumentationTest
�

GC.ST.12 ProcedureTest
�

GC.ST.13 AcceptanceTest
�

Table1: GeneralComputingTechniquesfrom
�

[11] and
�

[18]

General Computing
�

HumanComputerInteraction Tech-
niques
Generalcomputingintersectshumancomputerinteraction
de�ning thecorrectnessof theuserinterfaceas”properbe-
havior of thegraphicaluserinterfaceandpropercomputation
of theunderlyingapplication.” [14] A generalcomputingap-
proachto humancomputerinteractiontestingexercisesthe
applicationusingthetechniqueslistedin Table1.

Yip [24] and Schneiderman[19] provide someadditional
techniques.Automatedrecord/playbacktools[6, 10, 13, 20]
allow theevaluatorto createregressionteststhatensurethe
stabilityof a new coderelease.

CAMELO T Technique
Code
GC/HCI.1 Missing,invisible,unreachablecomponents� derivedfrom:

(GC.IN.1� HCI) � GC/HCI.1
GC.HCI.2 Failureto respondto userinputs� derivedfrom:

(GC.IN.1� HCI) � GC.HCI.2
GC/HCI.3 Cross-wiredcomponents(e.g.buttonpressdisplayswrong

component)� derivedfrom: (GC.IN.1� HCI) � GC/HCI.3
GC/HCI.4 Incompleteness(e.g.closebox presentin somewindows,but

not others)� derivedfrom: (GC.ST.13� HCI) � GC/HCI.4
GC/HCI.5 Responsetime� derivedfrom: (GC.ST.5� HCI) � GC/HCI.5

Table 2: GeneralComputing � Human ComputerInteraction
Techniquesfrom

�

[24],
�

[19]

Generalcomputingtestsof userinterfacessuffer fromacom-
binatorialexplosionof testcasesdueto thenumberof differ-
ent pathsa testercantake to exercisethe sameapplication
function[23]. Like blackandwhite box tests,CAMELOT's
approachto UI path testing requiresevaluator judgment.
Path testsshouldbeconductedwheretheevaluatorbelieves

they will bethemostfruitful in uncoveringapplication�a ws.

UsabilityTechniques
Usability testingevaluatesa software applicationfrom the
user'sperspective. Thecorrectnessof anapplicationis mea-
suredin termsof theuser's effectivenessandfeelingsabout
theapplication,ratherthana generalcomputingstandpoint.
Over thepasttwo decades,Schneidermanhasproducedand
revised a thorough survey of user interface development
techniques[19]. CAMELOT's usability techniques,shown
in Table3, aretakenfrom thissurvey.

Usability criteria representa generalset of questionsthe
evaluatorshouldask abouta user's useof the application.
The GoldenRulesfor ApplicationDesignare eight guide-
lines for the designof any applicationwith a user inter-
face. User InterfaceTechnology Guidelinesis a list of spe-
ci�c techniquesorganizedby theuserinterfacetechnology.
Ratherthanrepeatingtheguidelinespeci�csherethereader
is referredto theoriginal text for moredetail[19].

CAMELO T Technique
Code

Usability Criteria
HCI.UC.1 Time to learnsystem:How long doesit take for a typical user

to learnto usethesystem?
HCI.UC.2 Performanceof tasks:How long doesit take for auserto

performa typicalsetof tasks?
HCI.UC.3 Usererrors:How many andwhatkind occurwhile performing

a typical setof tasks?
HCI.UC.4 Retentionover time: Is it easyto rememberhow to usethe

systemwith infrequentuse?
HCI.UC.5 Subjective satisfaction:Do userslike thesystem?

Golden Rulesfor Application Design
HCI.GR.1 Strive for consistency.
HCI.GR.2 Enablefrequentusersto useshortcuts.
HCI.GR.3 Offer informative feedback.
HCI.GR.4 Designdialogsto yield closure.
HCI.GR.5 Offer simpleerrorhandling.
HCI.GR.6 Permiteasyreversalof actions.
HCI.GR.7 Supportinternallocusof control.
HCI.GR.8 Reduceshort-termmemoryload.

User Interface TechnologyGuidelines
HCI.UITG.1 DataDisplay
HCI.UITG.2 GettingtheUser'sAttention
HCI.UITG.3 DataEntry
HCI.UITG.4 MenuSelection
HCI.UITG.5 Form Fillin Design
HCI.UITG.6 CommandLanguages
HCI.UITG.7 Direct Manipulation
HCI.UITG.8 InteractionDevices
HCI.UITG.9 Error Messages
HCI.UITG.10 Color

Table3: UsabilityTechniquesfrom [19]

3 Multi-User Evaluation
The secondstagein CAMELOT's evaluation processap-
proachestheCSCWapplicationfrom a multi-userperspec-
tive. There are two types of multi-user evaluation: Dis-
tributed Computingand Human-HumanInteraction. Dis-
tributedComputingfocuseson the multi-thread,task,pro-
cessor, andmachinechallengesthat occur in CSCWappli-
cations. Human-HumanInteractionconcentrateson testing
the softwarecomponentsthat facilitateinteractionbetween
users.

Distrib uted Computing
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Distributed computing encompassessoftware written for
multithreaded,multitasking, multiprocessor, or multima-
chine architectures. The technology is concernedwith
communicationbetweenone or more routines executing
in parallel. Communicationconsistsprimarily of requests
for/updatesabout someform of shareddata. Distributed
computingsoftware suffers from four commonproblems:
raceconditions,deadlock,temporalconsistency andscala-
bility.

RaceCondition
Whentwo or moreroutinesexecutingin parallelareallowed
to simultaneouslymanipulatethesamedatainstancewithout
propercontrolit is calledaracecondition.Lackof controlled
accessto shareddatamayresultin datacorruption.A classic
illustration of this is the bankaccountwithdrawal example
from databaseliterature[7].

Deadlock
Synchronizationeliminatesraceconditionsby restrictingac-
cessto shareddatain a controlledmannerusing synchro-
nization primitives suchas mutual exclusion, semaphores,
or messagepassing[22]. Synchronizationintroducesthepo-
tential for deadlock.Deadlockcanoccurwhentwo or more
parallel routinessharetwo or more synchronizationprim-
itives. Deadlockcan be avoided throughcareful software
design. Like raceconditions,detectingdeadlockis notori-
ously dif�cult becauseof subtletiming dependencies.It is
alsodif�cult to debugbecauseof complicateddependencies
betweenparallelroutinesandsynchronizationprimitives.

Temporal Consistency
Temporalconsistency is the ability to correctlyordermes-
sageswithin theCSCWapplication.Temporalconsistency is
especiallyimportantwhenproviding communication,feed-
backfor themanipulationof sharedobjects,anduseraware-
ness. For example,considera sharedediting systemwith
threeusers.userAtypestheword ”dessertation”.userBcor-
rectsthe word by moving the cursorafter the �rst 'e' and
changingit to 'i'. Becauseof anetworkdelaybetweenuserA
anduserC,userB's correctionsto the word arrive at userC
beforethe actualword arrives. Testing for temporalcon-
sistency problemsinvolve techniquessimilar to thoseused
for raceconditionsanddeadlock.Network delaycanbein-
troducedby arti�cially consumingbandwidth,or by instru-
mentingthe applicationto introducearti�cial messagede-
lays.

Scalability
Scalability is alsoan importantconsiderationin distributed
computing.A system'sability to scaleasthenumberof users
is increasedmeasuredusing performanceevaluation tech-
niques. Although thesetechniquescanbe describedgener-
ally, theactualevaluationis applicationspeci�c. Jain'swell-
known text ”The Art of PerformanceEvaluation”presentsa
generalapproachfor mostapplications[9].

The key to the performanceevaluationof CSCW applica-

tions is a thoroughunderstandingof theapplication'sarchi-
tectureandintendeduse.Thisunderstandingwill revealser-
vicesthatarecandidatesfor scalabilitytesting.Creatinguser
scenariosthat representcommonuseractivity andthenrun-
ning thesescenarioson thesystemusingliveor virtual users
will placethesystemundera ”typical” load.

CSCWArchitecture
Thedistributedarchitecturesof CSCWsystemsfall between
two extremes:centralizedanddecentralized.A centralized
architectureconcentratesthesharedstatein a singleprocess
on a singlemachine.Whena processin thesystemmanipu-
latesshareddata,it makesa requestto thesharedstatepro-
cess.Centralizationsimpli�es accesscontrolfor shareddata
by placingsynchronizationlogic in a singleprocess.Scala-
bility problemscanoccurasan increasingnumberof users
competefor theattentionof thesinglestateprocess.

A decentralizedarchitecturereplicatessharedstatewithin
eachuserprocess.A processmanipulatesshareddatalocally
andtheresultsof themanipulationarebroadcastto otherpro-
cesses.Decentralizationhasscalabilityadvantagesbecause
thecostof datamanipulationis distributedacrossmany pro-
cesses.Shareddataaccesscontrol, however, is morechal-
lengingbecausethesynchronizationprimitivesmustalsobe
decentralized.

Tightly coupledsystemsprovide nearinstantaneousnoti�-
cationto all processeswhenshareddatachanges.Loosely
coupledsystemsdo not have strict temporalrequirements.
Tightly coupledsystemshave to be examinedclosely for
scalability problems. The two areasto investigateare the
frequency andsizeof themessagesnecessaryto maintainthe
coupling.As thenumberof usersin thesystemincreases,the
communicationnecessaryfor statechangenoti�cation will
also rise. At a certainpoint this communicationwill con-
sumeall availablenetwork bandwidth.

Anotherareato investigateis theimpactof network delayon
tightly coupledsystems.In a typical developmentenviron-
ment, thereis almostno network delaybecausethe equip-
ment usedto develop the systemis on the sameLAN. If
theCSCWapplicationis intendedto deploy on the Internet
acrossLANs, WANs, and backbones,then the application
shouldbe testedwith network delays. Network delayscan
createuntestedtiming con�gurationsthat trigger racecon-
ditionsanddeadlock.Network delayscanbeinexpensively
simulatedona LAN by reducingbandwidth(downloadinga
large�le on theLAN duringa test)or by instrumentingthe
applicationwith built in messagingdelays.

Loosely coupledsystemscan also suffer from racecondi-
tions. In a looselycoupledsystem,a sharedobjectis manip-
ulatedlocally. Updatesto theobjectaresentto therestof the
systemintermittently, perhapsastheresultof asave,refresh,
or updatecommand. The raceconditionoccurswhentwo
usersmanipulatethesameobjectsimultaneously. Typically,
thesystemview will re�ect thelastuserupdateof theshared
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object. An exampleof this is looselycoupledediting of a
text document.If userAanduserBareeditingthesamedoc-
ument,thenoneof theuser's editswill be lost. Thesystem
will only retainthedocumentstatefrom the lastuser's save
commandoverwritingprevioususersaves.

DistributedComputingTechniques
It is critical that theevaluatorhave a deepunderstandingof
thesystem'sarchitectureto testfor racecondition,deadlock,
andscalabilityproblems.In particular, theevaluatorshould
understandthetypesof shareddatain thesystem,thearchi-
tecturethatmaintainsthedata,anduseractionsthat trigger
manipulationof thedata.

Table4 reducesthis section's distributedcomputingdiscus-
sionto a codi�ed table.

CAMELO T Technique
Code

RaceConditions
DC.RC.1 RaceCondition
DC.RC.2 CentralizedArchitecture
DC.RC.3 DecentralizedArchitecture
DC.RC.4 LooselyCoupled

Deadlock
DC.D.1 Deadlock
DC.D.2 CentralizedArchitecture
DC.D.3 DecentralizedArchitecture

Temporal Consistency
DC.TC.1 TemporalConsistency
DC.TC.2 Network Delay

Scalability
DC.S.1 Scalability
DC.S.2 UserScenario
DC.S.3 StressUserScenario
DC.S.4 CentralizedArchitecture
DC.S.5 DecentralizedArchitecture
DC.S.6 Tightly Coupled
DC.S.7 Tightly Coupled/Network Delay
DC.S.8 LooselyCoupled
DC.S.9 Synchronization

Table4: DistributedComputingTechniques

In addition to pure distributed computing,Table 5 intro-
ducestechniquesresultingfrom the intersectionwith Gen-
eralComputing.

Table6 presentstechniquesresultingfrom theintersectionof
HumanComputerInteractionandDistributedComputing:

Human-Human Interaction
Human-HumanInteractiondealswith functionalitysupport-
ing interactionbetweenapplicationusers.Muchof thisis so-
cial, andresearchhasfocusedonstudyingthesocialaspects
of CSCWsystems[15]. As mentionedearlier, CAMELOT
doesnot focuson higherlevels of social interaction.How-
ever, therearecoreCSCWtechnologiessupportinghuman-
humaninteractionthatCAMELOT canbeusedto evaluate.

CAMELO T Technique
Code
GC/DC.1 Stresstesting: userson joining/leaving theapplication

Derivedfrom: (GC.ST.3 � DC) � GC/DC.1
GC/DC.2 Stresstesting: multiuseruserstresstestson sharedobjects

Derivedfrom: (GC.ST.3 � DC) � GC/DC.2
GC/DC.3 Volumetesting: Largesharedobjectsconsumeresources

Derivedfrom: (GC.ST.2 � DC) � GC/DC.3
GC/DC.4 Compatibilitytesting: incompatibleversionsof application

Derivedfrom: (GC.ST.8 � DC) � GC/DC.4
GC/DC.5 Subclassof distributedcompatibilitytesting: different

versionson-linedocumentation.Derivedfrom:
(GC.ST.8 � GC.ST.11 � DC) � GC/DC.5

GC/DC.6 Recoverytesting: unexpectedjoining/leaving application
Derivedfrom: (GC.ST.10 � DC) � GC/DC.6

Table5: GeneralComputing� DistributedComputingTechniques

CAMELO T Technique
Code
HCI/DC.1 Raceconditiontesting: for multithreadedGUIs. Derivedfrom:

(HCI � DC.RC.1) � HCI/DC.1
HCI/DC.2 Deadlock testing: for multithreadedGUIs. Derivedfrom:

(HCI � DC.D.1) � HCI/DC.2
GC/HCI/DC.1 Responsetimetesting: for tightly coupledGUI components.

Derivedfrom: ((GC.ST.5� HCI).1 � DC.S.7)) � GC/HCI/DC.1

Table6: HumanComputerInteraction � DistributedComputing
Techniques

Thesetechnologiesarethe softwarecomponentsthat facil-
itate communication,coordination,coupling, privacy, user
awareness,andscalability.

Communicationallows one user to conversewith one or
moreusersin theapplication.Communicationcanbein the
form of voice,visual,text, or gesture.Unlessuserssharethe
samelocation,the intersectionbetweendistributedcomput-
ing andhuman-humaninteractionis critical. Someform of
network will be responsiblefor transportationof usercom-
munications.In thecaseof high bandwidthcommunication
suchasvoiceor visual,thetestershouldensurethatthereis
enoughnetworkcapacityasmoreusersareaddedto aCSCW
sessionThis is particularlyimportantif theapplicationwas
developedin a lab with a high speedLAN but is to be de-
ployed acrossmultiple LANs, WANs, or the Internet. The
impactof bandwidthconsumptionfrom usercommunication
on therestof theapplicationshouldalsobestudied.Reveal-
ing testswill be onesthat exercisetightly coupledfunction
(suchasremotecursormovement)duringusercommunica-
tion.

Coordinationof interactionfocuseson how thesoftwareal-
lows usersto work together. Examplesof coordinationin-
clude �oor control policies and social protocols. From a
technologystandpoint,coordinationcan be broken down
into componentsthat provide group control and feedback
aboutthat control within theapplication.Human-computer
interaction evaluation of these componentsis necessary.
Dataassociatedwith coordinationcanalsobe considereda
form of sharedobject,thusdistributedcomputingevaluation
is alsonecessary. For example,the ”�oor” canbe consid-
ereda sharedobject. Whathappensif two userstry to grab
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controlof the�oor at thesametime?

Coupling de�nes how usersseechangesthat othersmake
to thesharedworkspace.Tight couplingprovidesmorefre-
quentchangeupdates;loosecouplingprovideslessfrequent
updates.Thereis no single ”correct” coupling for CSCW.
What kind of coupling shouldbe usedvaries from appli-
cation to application,and even within a single application
[2]. Humancomputerinteractionresponsetime testsand
distributed computingscalability testsare useful with this
technology.

Security, privacy and trust are important to cooperating
users.Usersshouldbeableto work in a privateareawhere
they feel con�dent that their activities are protectedfrom
others. Accesscontrol for individual or groupinformation
shouldbeavailableto users[21]. In situationswhereanony-
mousinput is supported,usersshouldfeel assuredof their
anonymity [12]. Generalcomputingsecuritytestshelpeval-
uatetheseissues.

Awarenessof otherusersprovidesa socialcontext in which
work is conducted.Many kindsof userawarenesscapabili-
ties that have beenaddedto CSCWapplicationsincluding
activity graphs,telepointersand cursors,user lists, multi-
userscrollbars,radarviews,and�sheyeviews[8]. Giventhe
informationrichnessof someforms of userawareness,the
evaluatorshouldpay particularperformanceandscalability
issues.

Teststhat examinecombinationsof technologiesdiscussed
in this sectionmay also be necessary. Are coordination
mechanismsavailablein the applicationto control commu-
nication?For example,cantwo userstalk at thesametime?
How tightly coupledis the act of communicationto its de-
livery? If usershave an expectationof instantaneouscom-
munication,what is the impact of network delays? If the
systemsupportsprivateor anonymouscommunication,can
it besubverted?Whencommunicationoccurs,cantheuser
determinewhomit camefrom?

4 Evaluation
Despiteacknowledgingatechnologicalaspectto CSCW, ex-
isting methodologiesprovide little guidanceto applications
developers,userinterfacespecialists,performanceengineers
andquality assurancepersonnel.CAMELOT providesthis
guidancebyorganizingatechnicalevaluationinto two stages
and four intersectingtechnologiesand providing detailed
techniquesfor each.In this sectionwe discussthestepsin-
volved in an evaluationusingCAMELOT anddemonstrate
its applicabilityonamatureCSCWapplication.

Organizinga CAMELO T Evaluation
ApplicationevaluationusingCAMELOT shouldproceedin
the following manner. Orderingof the techniquesin each
technologycategory is not important,but the orderthat the
categoriesareusedin anevaluationis critical.

Theapplicationshouldbeexaminedfrom a singleuserper-

CAMELO T Technique
Code
Communication
HHI.CM.1 Network bandwidthsuf�cient to supportuser

communication.
HHI.CM.2 Impactof usercommunicationon othercommunicationin

theapplication.
HHI.CM.3 Impactof usercommunicationon tightly coupled

functions.
DC/HHI.1 Distributedcomputingscalabilitytests.Derivedfrom:

(DC.S.1 � HHI.CM) � DC/HHI.1
DC/HHI.2 Distributedcomputingtemporalconsistency tests.

Derivedfrom: (DC.TC.1 � HHI.CM) � DC/HHI.2
HHI.1 Usercommunicationandcoordination.Derivedfrom:

(HHI.CM � HHI.CD) � HHI.1
HHI.2 Usercommunicationandcoupling.Derivedfrom:

(HHI.CM � HHI.CP) � HHI.2
HHI.3 Usercommunicationandsecurity. Derivedfrom:

(HHI.CM � HHI.S) � HHI.3
Coordination
HCI/HHI.2 Humancomputerinteractionissuesrelatedto group

control.Derivedfrom: (HCI � HHI.CD) � HCI/HHI.2
DC/HHI.3 Distributedcomputingraceconditionanddeadlocktests

for coordinationsharedobjects.Derivedfrom:
(DC.RC.1 � DC.D.1 � HHI.CD) � DC/HHI.3

Coupling
GC/HCI/HHI.1 Humancomputerinteractionresponsetime tests.Derived

from: (GC/HCI.5 � HHI.CP) � GC/HCI/HHI.1
DC/HHI.4 Distributedcomputingscalabilitytests.Derivedfrom:

(DC.S � HHI.CP) � DC/HHI.1
DC/HHI.5 Distributedcomputingtemporalconsistency tests.

Derivedfrom: (DC.TC � HHI.CP) � DC/HHI.2
Security
GC/HHI.1 Generalcomputingsecuritytests.Derivedfrom:

(GC.ST.4 � HHI.S) � GC/HHI.1
Awareness
GC/HHI.2 Generalcomputingperformancetests.Derivedfrom:

(GC.ST.5 � GC/HCI.5 � HHI.A) � GC/HCI/HHI.2
GC/HCI/HHI.2 Humancomputerinteractionresponsetime tests.Derived

from: GC/HCI.5 � HHI.A) � GC/HCI/HHI.2
DC/HHI.5 Distributedcomputingscalabilitytests.Derivedfrom:

(DC.S � HHI.CP) � DC/HHI.5
DC/HHI.6 Distributedcomputingtemporalconsistency tests.Derived

from: (DC.TC � HHI.CP) � DC/HHI.6

Table7: Human-HumanInteractionTechniques

spective �rst becausemultiuserproblemsaremoredif�cult
to detect. This will familiarize the evaluatorwith applica-
tion function,architecture,anduserinterfacebeforetackling
morecomplicatedtestingissuesassociatedwith distributed
computingand human-humaninteraction. Within the sin-
gle userstage,generalcomputingtestsshouldbeperformed
beforeinvestigatinghumancomputerinteraction.This will
familiarize the evaluatorwith applicationfunctionality and
providea context for theuserinterface.Thestresstestsand
generalperformanceof theapplicationduringthesingleuser
testswill givetheevaluatorvaluableinsightinto theapplica-
tion'sability to scalewith multipleusers.

During the multiuser testing stage,distributed computing
problemsshouldbe investigated�rst to provide context for
laterhuman-humaninteractiontesting.Asmentionedearlier,
theintersectingnatureof singleandmulti-usertechnologies
may causethe techniquesfrom oneto trigger the develop-
mentof testsor discoveryof problemsin another.

The Recon�gurable Collaboration Network
CAMELOT wasappliedto a conventionallytested,mature
CSCWapplicationto determinethemethodology'sef�cacy.
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Figure2: TheRecon�gurableCollaborationNetwork

The Recon�gurableCollaborationNetwork (RCN) wasde-
velopedaspartof theCollaborative Classroomresearchef-
fort at RensselaerPolytechnicInstitute[16]. Thegoalof the
researchwasto developaclassroomwherethelearningcame
from groupparticipationratherthanlecture.Theclassroom
designconsistedof a uniquecombinationof hardware,soft-
ware,andphysicalarchitectureto promotegroupactivity [5].

SystemOverview
EachRCN userhasa privatecomputer, keyboard,mouse,
anddisplay. Theprivatekeyboardandmouseareusedto re-
motely control a public machine. Eachuseris requiredto
have an additional,direct hardwareconnectionto the pub-
lic machine's display. Figure 2 depictsan RCN con�gu-
ration with two privatelaptopsystemsanda sharedpublic
machinedisplaybelow table's surface. Usersareorganized
into teams.Eachteamhasdescriptive informationandone
or moreadministratorsthatcontrolwho is on theteam.The
�rst timeauserselectsapublicmachineasessionis created.
Additional users(registeredor guests),may join or leave a
sessionat any time. Multiple public machinesaresupported
with onepublic machinepersession.Finally theconceptof
asupersessionis supported.Thisallowsusersfrom different
sessionsto join togetherin a singlemeta-sessionfor shared
controlof apublic machine.

RCN differs from traditionalremotewindowing systemsin
severalrespects.Foremost,becauseuserscanseethepublic
machine'sdisplay, thereis noneedfor remoteviewing capa-
bility. Second,unlike otherremotewindowing systems,the
RCNviewsthepublicmachineasasharedresource.Session
and�oor control functionalityareincludedfor management
of thepublicmachineduringmeetings.

The RCN system was implementedalmost entirely in
Java supporting multiple platforms including: Windows
95/98/NT, MacOS,andLinux. The architectureconsistsof
threecorecomponents:ISServer, RCNPublicServer, andrc-
nClient. ISServer is responsiblefor sessionmanagement.It
keepstrackof all activepublics,sessions,teams,andusers.It
alsomaintainspersistentstoreinformationaboutteamsand
users. RCNPublicServersregisterwith the ISServer to ad-
vertisetheir availability to users.rcnClientsmustlocatean
ISServer to registerasanactiveuserandto �nd publics,ses-
sions,teamsandotherusers.

An RCNPublicServer runson eachpublic machine.It is re-
sponsiblefor receiving remotemouseandkeyboardevents
from rcnClientsandtranslatingthemto local events.If user
selectsghosting,thesoftwaretranslatesremotemouseevents
into move commandsfor a ghosticon associatedwith the
user.

An rcnClient runs on eachuser's machine. The rcnClient
presentstheuserwith anarrayof sessionmanagementfunc-
tionality. Sessionmanagementcommandsaresentfrom the
rcnClientto aremoteISServer. Whentheuserjoinsasession
andselectsthe Interruptbutton, his or her mouseandkey-
boardeventsaresentto a remoteRCNPublicServer. Only
onesessionmemberat a time canhave this control. How-
ever, if any sessionmemberpressestheghostbutton,his or
hermouseeventsaresentto theremotepublic machine.

CAMELOT andRCN
RCN was fairly matureat the time we evaluatedit using
CAMELOT. The applicationhad beenin developmentfor
over two anda half years,andtherewereplansto commer-
cializethesystem.During theschoolsemester, thesoftware
wasuseddaily by studentsin severalcourses.Thedevelop-
ment teamwas reasonablycon�dent of the stability of the
system.Oneteammembersuggestedit might benecessary
to deliberatelyintroducebugsinto thesoftwarefor theeval-
uation.

CAMELOT providestechniquesfor the teststhatshouldbe
performedon a CSCWapplication. We usedRebecca-J,a
Java-basedimplementationof our CSCW testingarchitec-
ture to executethe tests[6]. Using thesetools, two-dozen
problemswerediscoveredwith theRCN system(seeTable
8). Someof the problemswere seriousenoughto jeopar-
dize the plannedcommercializationof the software. This
sectiondiscusseshow the problemswere uncoveredusing
CAMELOT. Our detailedevaluationof RCN is beyond the
scopeof this paper, and the readeris referredto a sepa-
ratedocument[6]. Instead,we summarizetheproblemsun-
coveredusingCAMELOT, andhighlight several interesting
ones.

SingleUserTests
Singleusertestingfocusedon the GeneralComputingand
HumanComputerInteractionaspectsof RCN's threemain
components: ISServer, RCNPublicServer, and rcnClient.
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Id Bug Description CAMELO T Code
A.1 Errormessagedisplayedwhenstartingup

RCNPublicServer GC.ST.9,HCI.GR.3
A.2 Con�gurationof PATH shellvariable

necessaryfor NativeLibrary.dll for
RCNPublicServer in Win95/98 GC.ST.9,HCI.GR.3

A.3 ISServer doesnot always�ush terminated
RCNPublicServer GC.ST.9,DC.TC.1

A.4 DocumentationErrors GC.ST.11
A.5 Inconsistentuseof Quit, Exit, Leave,

Cancel HCI.GR.1
A.6 ”Pick a IS” is grammaticallyincorrect. HCI.GR.1
A.7 No versionnumberdisplayedin

RCNPublicServer, rcnClient,ISServer GC.ST.9,GC/DC.4
A.8 PreferenceDialog DisplaysInvalid Colors HCI.GR.7
A.9 PreferenceDialog DisplaysTooMany Colors HCI.UITG.10
A.10 PreferenceDialog AllowsSameColor for

Two Usersin SameSession HHI.A, HCI.UITG.10
A.11 No lock mechanismfor simultaneousedits

of TeamInformation DC.RC.4
A.12 RaceConditionJoininga Session DC.RC.2,DC.RC.3
A.13 GhostCursorHiddenBy New Applications HCI.UITG.7
A.14 Sticky MouseButtons GC.IM.1,DC.RC.2
A.15 Multiple ClientControlof PublicMachine GC.IM.1
A.16 IncorrectlyTranslatedKeys GC.IM.1
A.17 Sticky Shift, Alt, andCtrl Keys GC.IM.1,DC.RC.2
A.18 RaceConditionin rcnClient'sUser

Interface HCI/DC.1
A.19 RaceConditionsJoiningSessions,Users,

Teams,Publics GC/HCI/DC.1
A.20 Inconsistentuseof OK, Okay HCI.GR.1
A.21 FlickeringGhostCursor DC.S.2,HCI.UITG.7
A.22 ConfusingDisplayof SessionClients HCI.UITG.1,HHI.A
A.23 MemoryLeaksin PublicandClient When

Ghosting DC.S.2,GC.ST.7
A.24 Can't play IndianaJonesfrom rcnClient GC.IM.1

Table8: Bugsdiscoveredin RCNusingCAMELOT

Thesetestswerenot concernedwith distributedor multiuser
computingissues,althoughthey wereoccasionallyrevealed.

General ComputingTests

The �rst test conductedinvestigatedproblemsusersmight
encounterinstalling andoperatingthe RCN systemfor the
�rst time. Severalwereuncovered(seeentriesA.1, A.2, A.3
in Table8).

Functionaltestingof RCN focusedon validating the sys-
tem's corecapabilities. In particular, RCN's ability to pro-
vide keyboardandmouseinput to a public machinefrom a
remoteclient was examined. This led to the discovery of
incorrectnumerickeypadtranslationbetweentheclient and
public machine(A.16), andthe discovery that if oneclient
changedthepublic keyboardstate(e.g. CAPS LOCK), that
statewouldunexpectedlycarryover to otherclients(A.17).

Experienceswith keyboardfunctional testingwereusedto
develop mousetests. To test for mousestate problems,
Rebecca-Jwasusedto make a recordingof anRCN client's
mousemovementwith the left mousebutton pressed(i.e.
Java MOUSE DRAGGED events)while controlling a pub-
lic machine.A ”sticky” experimentwith mouseeventswas
attemptedusingRebecca-J's triggeringfacility [6], with re-
sultssimilar to thekeyboardtests(A.14). In additionto ver-
ifying the stateproblem,aslong asthe mousebutton from
oneclientstayedpresseddown,bothadditionalclientscould

alsocontrolthepublicmachine(A.15).

Other manual functional testswere conductedto observe
how well an RCN client could control a representative set
of applicationson thepublic machine.Additional problems
weredetectedusingthis technique(A.24).

During the general computing analysis, several other
CAMELOT testswere conductedincluding: stress,docu-
mentation,compatibility, andvolume.Stresstestingwasap-
plied to mouseandkeyboardcontrol of the public, andin-
teractionwith RCN client's userinterfacerevealinga multi-
threadeduserinterfaceproblem(A.18). Documentationtest-
ing examinedRCN's online help systems.A large number
of errorswereuncoveredandreported(A.4). Compatibility
testingconsideredproblemsthat might occurbetweendif-
ferentversionsof RCN's client, public, andISServer. With
many different public machines,client machines,and IS-
Serversit seemedlikely thatversionscouldgetout of synch
andtherewasnowayfor theuserto determinetheversionof
anRCN component(A.7). Volumetestinginvestigatedhow
the RCN applicationhandledlarge datavolumes. Someof
theclient'suserinterfaceform �ll-in �elds wereselectedfor
thetestandnoproblemswereobserved.

HumanComputerInteractionTests

After completingthegeneralcomputingtests,athoroughex-
aminationof RCN's human-computerinteractionwascon-
ducted. User interactionwith RCN takes placethrougha
seriesof dialogstriggeredfrom a centralpanel.Eachdialog
was exercisedand Schneiderman's rules for dialog design
wereapplieduncoveringseveralproblems(A.5,A.6,A.20).

Duringdialogdesigntesting,aproblemwith rcnClient'suser
preferencesdialog wasdetected.The dialog allowed each
userto selecta ghostcolor preference.This selectionde-
terminedthecolor of text associatedwith theuser(e.g. the
user's id in a teamor sessionpanel),and of the icon dis-
playedwhenthe userwasghostingon the public machine.
Several problemswere discoveredwith the system's color
assignmentmechanism(A.8, A.10).

Thesecolor problemscausedthe developmentof a human-
humaninteractiontest:Cantwo userssharethesameorsimi-
lar color?A testwascreatedwhereauserin thesamesession
selectedthesamecolor asanotheruserfrom thepreference
dialog.RCNprovidednowarningthatthecolorwasalready
beingused. Sharedcolorscould be confusing,particularly
duringsimultaneousghosting(A.10).

MultiuserTests
Multiusertestingfocusedon theDistributedComputingand
Human-HumanInteractionaspectsof theRCN application.
Thesetestswerenot concernedwith generalcomputingor
human-computerinteraction issuescovered during single
usertesting.

DistributedComputingTests
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Multiuser racecondition testinglooked for problemswith
several userssharingaccessto the samedataobject. The
�rst stepin a raceconditiontestwasto identify shareddata
objectsin theapplication.For RCN theseobjectswere:per-
sonalinformation,teaminformation,list of sessions,list of
users,list of teams,anda list of public machines.Thesec-
ond stepwas to createa scenariothat would likely trigger
a racecondition with the object. Simultaneousread/write
or write/write operationson a sharedobjectprovide fruitful
scenarios.Thethird stepwasto useRebecca-Jto recordand
instrumentthescenario.Finally, Rebecca-Jwasusedto re-
peatedlyexercisethescenarioin anattemptto triggera race
condition.

The�rst raceconditiontestexaminedtheSessionList object.
After logging into RCN, a user joined or createdsession.
To join a session,the userselecteda sessionfrom the Ses-
sion List objectdisplayedin the Sessionspaneof theRCN
client's JoinA Sessionwindow. TheISServer maintaineda
”golden” copy of the objectprotectedfrom raceconditions
by synchronizationprimitives.This eliminatedthepossibil-
ity of a raceconditionoccurringin theISServer. Unlikepre-
vious objects,however, clients maintaineda local copy of
the SessionList that wasupdatedfrom the ISServer when-
ever changeoccurred. This raisedthe possibility of a race
conditionif a client manipulateda local copy of the object
after it waschangedon the ISServer but beforechangeno-
ti�cation wasreceived(A.12). Similar testswereconducted
ontheotherlist objectssharedby RCNclients:users,teams,
andpublicmachinesresultingin raceconditions(A.19).

Otherraceconditiontestsexaminedmanipulationof theper-
sonalandteaminformationobjects. No raceconditionsor
deadlockwere uncovered. Furtherconsidrationof RCN's
editingmodel,however, uncovereda problem.If two clients
weresimultaneouslyediting an object, thenonesaving the
object�rst would havehis/hereditsoverwrittenby theother
client (A.11).

Scalability testingfocusedon the performanceof the RCN
applicationasthe numberof usersincreased.The primary
scalability concernwas multi-client ghosting on a single
publicmachine.Becauseof tight couplingbetweentheclient
mouseand the public ghosticon, userswould not tolerate
high responsetimes.While otherclientswereghosting,one
client was usedto take control of the public and the same
qualitativeobservationsweremade.Thetestrevealedscala-
bility problemswith just two ghostingclients(A.21). Mem-
ory leakson both the public andclient machineswerealso
discovered(A.23). After someinvestigating,it wasalsode-
terminedthat any applicationwindow createdafter a client
beganghostingwould hidetheclient'sghostcursor(A.13).

Human-HumanInteractionTests

AlthoughRCN is a CSCWapplication,mosthuman-human
interactionis supporteddirectly by the architectureof the
physicalspace.Userscaninteractusingvoice andgesture

becausethey are locatedin the samephysicalspace.Only
oneuseris allowed control of the public machine(and its
systemcursor)at any time. RCN softwaretechnologysup-
portslimited human-humaninteractionin theform of aghost
cursor. This cursorappearson thepublic machine,but can-
not interactwith any applications.Severalghostcursorscan
appearon the public display, manipulatedby usersthat are
not in controlof thepublic machine.Thehuman-humanin-
teractiontestsperformedon ghostcursorswerecoveredun-
derscalabilitytesting.

Ninevirtual userswerecon�guredwith Rebecca-Jto beused
during the scalability test. The userswere labeledclient1,
client2, etc. The UserList panedidn't list theseclients in
any particularorder. For a largenumberof clients,it might
bedif�cult for aspeci�c userto belocatedin thelist (A.22).

Discussion
We believe the applicationof our methodologyand testing
architectureto amature,conventionallytestedCSCWappli-
cationwasa success.Unsolicitedcorrespondencefrom the
RCN teamshowedgratitudefor theproblemsuncoveredby
theCAMELOT andRebeccaapproach[6]. Two-dozenbugs
werediscoveredin this matureCSCWapplication.Someof
theproblemswerecosmetic.However, someof themwere
seriousandshouldbecorrectedto makeRCNarobustappli-
cation.

5 Conclusion
Ramagebelieved that CSCW applicationshad both social
and technologicalcomponents. He found that most prior
work in CSCWevaluationfocusedexclusively on thesocial
aspectsof thesystem.Onthetechnologicalsidehecautioned
that:

It may well be the casethat a computersystem
will bedesignedperfectly, with all of theright sort
of softwareengineeringprocedures,requirements
analysisandusabilitytesting,but thatthesystemis
introducedinsensitively, or it cutsacrosstheway
peoplehavebecomeusedto workingor it changes
thepower relationshipsbetweenworkers[15].

CAMELOT's deliberatetechnological focus is not con-
cernedwith higher-level socialaspectsof a CSCWsystem.
CAMELOT's main contribution is an organizationandde-
tailed descriptionof the technologiesthat compriseCSCW
software and the problemsthat shouldbe testedfor using
thesetechnologies.Following Ramage's conceptof multi-
plicity, CAMELOT shouldbeusedin conjunctionwith other
methodologiesfor acompleteevaluationof aCSCWsystem.
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